801 Avenida Acaso, Camarillo, CA 93012 e (800) 413-8783
www.sdcsecurity.com e E-mail: service@sdcsecurity.com

- Security Door Controls

IPPro™

IP-Based Single Door Controller

Operations & Installation Manual

D Home x
€ C (1 @ 19216810018 '8 :
2 Apps B SDC Becbic Strkes.

user | Log out

Security Door Controls

Menu

—[ojo

F] Doors
= Add Now User Add Cards ‘Show All Usars

&) Reports
3 User Groups.

[l Door Groups

{23 Time Zones
£ Setiings

g

1P Pro ™ hitp:liwwwesdcsecuriiy.com

* Visit: sdcsec.com/ippro
For Installation video

Any suggestions or comments to this instruction or
product are welcome. Please contact us through
our website or email engineer@sdcsecurity.com

P:AINST INSTRUCTIONS\ACCESS CONTROLS\INST-IPPRO Rev D 11-21 Cover



Table of Contents
1.0 Introduction

1.1 SYSTEM OVEIVIEW. . . . ot ittt et et e e e e e e e e e et e e e e e e e e e e e e e 1

2.0 Installation Diagrams

2.1 Single DOOr IPDCE CONErOIEr WIFINE « « « « v« v v e e e e et e e e e et e e e e e e e e e e e et e e e e 1
2.2 Wiring Single IPDCE Controller to One or More IPDSE Remote Door Stations. . . . ... oo vttt it et e i e e 2
2.3 Connecting Two or More IPDCE Controllers (PLUS Software recommended) . .. ... .ottt 3
3.0 Controller Status Indicators . .. . ........... ... ... .. ... .. ... .c.iiiiii i 3
4.0 Quick Start Guide . ... . . 4-5
5.0 Controller Configuration
5.1 Connecting the Controller to the Network using a Dynamic IP Address (DHCP) . . . ... ... ittt it i e e nn 6
5.2 Connecting the Controller to the Network using the default Static IP Address, . . . . ... ..., 6
5.3 Changing the default Static IP AdAress. . . . .o vt i et et e e e e e e e e e e e e e e e e e e 7
5.4 Changing the installer (Administrator) Password. . . ... ..o it ittt e ettt e e ettt e e et 7
5.5 Changing a User Name & PasswWord. . . ... ...ttt ettt e e ettt e e e e e e e e 8
5.6 Setting the Date & Time. . . o oottt et et e e e e e e e e e e e 8
6.0 Door Settings
B. 1 ENable & NamMeE DOOrS: « « v v v vttt it ettt et et et et et et ettt ettt e e e e e e 9
6.2 Set DOOr Relay TIMerS, L L . o ittt ittt ettt et et e et et e e 9
6.3 Set Door Scheduled ACtioNs, . . .. .. ... .. .ttt e e 9
6.4 Advanced DoOr OPerations, . . . ... . ...ttt et ettt et e e e e 10
6.5 D00r REPOItS SEttiNgS, | L L L . e e 11
6.6 DOOT Alarms SEttINGS, L . . . .. i ittt ettt e e e 11

7.0 Creating Cardholder Access Rights

7.1 Creating a Timezone (Access Schedule) 12

7.2 Creating @ DoOr GrOUD, | .. .. .ttt ettt e e e e et e e 12

7.3 Creating @ USEr GrOUD. . . o o\ v et e e e et e e e e e e e e e e e e e e 13

7.4 Assigning a User Group to a Cardholder | 13
8.0 Adding Cardholders

8.1 Add @ BatCh OF Cards. .« v v v v vt et et e e e e e et e e e e e e e e e 14

8.2 Add an Individual Cardholder, | | . . . . e 14

8.3 Change Cardholder Validity (Temporary USers) . 15

8.4 Cardholder OptioNs, . . ... ittt ittt e e 15
9.0 Holiday Scheduling

9.1 Create/View HolIays. . . . ..ottt et et e et et e e e e e e e e e e e e 16
10.0 History Reports

10,1 VIeW LOg BVONTS, | . e e 16

10,2 EXP Ot B NS, | e 17

11.0 Advanced System Settings

111 SYStem OPeratioNs, | . L. .o ittt et e e e e e e e e e e 18

11.2 Advanced Door SEtINGS. . . . . . .. ittt ettt et e e e e e e e 18

B o1 18

11.4 SysStemMWIde OULPULS. . o .. ottt sttt ettt et e e e e e e e e e e e e e e e e e e 19
12.0 Database Backup

12,1 Create @ Backup, . .. ...ttt e e e e e 19

12.2 Restore a BackUp 20
13.0 SPECIfiCations. . . . . . ... ... . . 21
Addendum #1

AL.1 Assign a Static IP Address to YOUr PC. . . . .ottt ettt e e e e e e et e e e e e e 22

A1.2 Test Communication to the IP Pro Controller (PINg TeSt) - « « v« v v v v vt e e et et e et e e e e e e ae s 23
Addendum #2

A2.1 Wiring & Programming the 920PW/923PW keypad/card reader for PIN or Card Operation. . ... ............couu... 24
Addendum #3

A3.1 Port FOrwarding for REMOTE ACCESS - « « « v v v vt vttt et e et e e e et e et e et e e et e e e e et e 24

PAINST INSTRUCTIONS\ACCESS CONTROLS\INST-IPPRO Rev D 11-21 Table Of Contents



1.0 Introduction

1.1 System Overview

The IP Pro™ Controller (SDC P/N: IPDCE) is an IP-based single door controller. It supports two separate Wiegand
readers for true In/Out reader functionality. It may be expanded to two or more openings by adding multiple IPDCE

controllers, or with the IP Pro™ Expansion Door Station (P/N: IPDSE). Up to 31 Door Stations may be controlled by a
single IP Controller.

The Controller includes an secure, embedded web server which allows installers and users to manage installations

without requiring separate software. The web server is easily accessed using a common PC-based web browser (e.g.,
Microsoft IE, Google Chrome, Mozilla Firefox, etc.)

Both the IPDCE and IPDSE require a 12VDC power source. This requirement may be met by using a traditional 12VDC
power supply or by using the IP Pro™ PoE+ Injector (P/N: IPI-30) & Splitter (P/N: IPS-12). The injector/splitter
combination allows the controller to connect and be powered using an existing Ethernet network infrastructure. The
IPS-12 provides a 12VDC power source capable of powering the controller, reader, and locking device (up to 1.5A total).
SDC offers a complete selection of low energy Access Control and Electrified Locking Hardware, guaranteed to work
with the IP Pro™ Series controllers.

2.0 Installation Diagrams
2.1 Single Door Wiring

Door REX (N/O) 12VDC from
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SDC P/N: IPRW (N/C) L &8° Pok+ Spliter
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T y | ]
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ntry w| @~
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© | DATA/Data 0 — "i’@] Ethernet Ethernet
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O | RED
80 GREEN SDC P/N: IPDCE
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(=) w opegzo
- CELEEEE
Exit
Reader GREEN To TCP/IP Network Connection
(o t |) (Data Only)
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FAIL-SAFE LM\
LOCK >orv|ov*
(12voe)  (-)
IMPORTANT: *Install MOV for Inductive Kickback suppression.
FAIL-SECURE Consult with your lock manufacturer to determine kickback
LOCK Mov* protection requirements.
(12voe)  (-) >o

Figure 1. IP Pro™ Single Door Controller — Typical Wiring
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2.2 Wiring Two or More Openings (RS-485 Option using with IPDSE’s)
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Figure 2. IP Pro™ Single Door Controller with Expansion Door Station(s)
— Typical Wiring

RS-485 NETWORK CONNECTIONS
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Electromagnetic Interference (EMI) is present. West Penn D2402 or similar.
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The total maximum length of the Door Stations network should not exceed 4000ft.
On the Door Stations network connect A to A; B to B and 0V to 0V.
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The Door Stations RS485 network must be daisy chained (star configuration is not permitted).

Use twisted pair cable. Shielded cable is recommended for longer distances or areas where

/

/

IMPORTANT: The IPDSE should first be reset to
its factory default condition before installation. To
do this, power the unit up with ALL 8 switches in
the OFF position. The unit will beep after 3
seconds. The unit is now defaulted.

Then power off & use the chart below to set the
appropriate address.
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2.3 Connecting Two or More Openings (using Multiple IPDCE’s)
NOTE: PLUS software is required & every IPDCE will have a unique IP address, regardless of which of the two options
below is used.

Using a single Network Switch Port,

Wiegand
Entry
Reader

SDC P/N: IPDCE #1

Door REX (N/O)

AUXRELAY MAIN RELAY
o

202202

ToTGPIP Nework

FALSARE 4
Lock

Comectin
o

CATSE or beter

oas0ny)

(12vo0)

[Sowor protection requirements,
w20 ()

FALSAFE 4 L
Lock MoV
(12vo0)
IMPORTANT: *Install MOV for Inductive Kickback suppression.

FALSECURE 4 Consult with your lock manufacturer to determine kickback
LocKk

IMPORTANT: *Install MOV for Inductive Kickback suppression.

[P Consult with your lock manufacturer to determine kickback
Lock ’. Mov* protection requirements.
v ()

Using a Network Switch Port per IPDCE,

€/

)

Door REX (N/O)

2-16 DOORS 17-32

-
iP.

SDC P/N: IPDCE

Wiegand
Entry
Reader

Door REX (N/O)

(N/C) Le°

DEFAULT

#1

[

DHCP

o]

<o > < o3
3 3

2-16 DOORS 17-32

SDC P/N: IPDCE #2

AUXRELAY MAIN RELAY
.00
202202

bod

E)

ToTCPIP Neturk Conecton
0cta Only)

FAILSARE 4.
Lock

(12vo0)

FAILSAFE 4
Lock

IMPORTANT: *Install MOV for Inductive Kickback suppression.

FAILSECURE Consult with your lock manufacturer to determine kickback
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3.0 Controller Status Indicators

Blue: Power

This indicates that the controller
has power.

Blue: Communications

Constant illumination indicates that all
enabled Door Stations are online.

Flashing indicates that one or more
Door Stations are offline.
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Red: Fault.
This illuminates to indicate an alarm on the system, possible causes are:

Tamper Open: Controller plastic housing is not closed. In situations where the

plastic housing is not being used, connect the TAMP input on the controller

PCB to 0V.

Door Station Offline: When one or more enabled door stations is not

communicating with the Controller, the Fault LED illuminates and the

appropriate indicator on the Door Station will flash.

Low DC Voltage: When voltage to the +12V terminal is less than +9V.

Fuse Blown: The +12V output on the READER terminals is current limited to

provide short circuit protection. The Fault LED will illuminate if too much

current is pulled from this connection.

AC Mon or BG/EDR Inputs Open: I[f either of these inputs are turned ON in
programming, the input terminal on the board must be shorted or it will
report a fault.
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4.0 Quick Start Guide

Connect the IP Pro Door Controller directly to your PC or laptop using an standard or crossover Ethernet cable (CATS or
better). The Controller is defaulted to use a static (fixed) IP address. The default static IP address is 192.168.1.60. Refer
to Addendum #1 to configure your PC with the following Ethernet adapter settings:

Static IP address: 192.168.1.100 (for example)

Default Netmask: 255.255.255.0

Default Gateway: 192.168.1.1
Step 2:
Open a web browser on your Windows PC (Microsoft Internet Explorer, Mozilla Firefox, or Google Chrome).
NOTE: Minimum PC requirements are Windows 7, 8, or 10.

Step 3: @O T — .

@ itp://192.168.1.60/ )
Enter http://192.168.1.60 in the URL bar.
You will be prompted for authentication credentials.

Step 4:

Login to the Controller as installer
Login credentials:
Username: installer
Password: 999999 resssssss s s s s

Step 5: Update Communication Settings.

¢
4
P
4
é
¢
P
4

Menu m
5a. Select “Communications” from the Menu. 3 fome e utechiiay
5b. You may change the Static IP address, Network mask, and Default i | St ® %
. . ) ! . [ Door Seuings Meooiled XD ]
Gateway, as required, and click Save. Changing these settings will reset 1 Communications (53) DefautGateway  [2iGo 1001 |
. . = MAC Address [f0d8550c0c90
the controller and require you to return to Step 2. If the default settings A Adminisation NelOSNome  [PRROTRTE

TCP Port Num 1 10001
TCP Port Num 2 ,LD,DBZ |
DHCP Enabled [Enabled
DHCP Address [iszi6810040

Save

are acceptable, skip to Step 6.

Step 6: Enable Door(s)

6a. Select “Door Settings” from the menu, which lists all 32 doors.

6b. Select the Door Name (e.g., Door 1) to be enabled.

6¢. Check the Enabled box. NOTE: Door 1 is always the IP Door Controller. It will be enabled by
default.

6d. Edit the Door Name field, as required, up to 16 characters in length. Click Save.

Door Settings . Home
L2} Door Numb 1
{2 | (o Door Name Status 1] D System Settings
ﬂ System Setlings 1 - - Door Name ‘DcorT I
B 8 Qg_l;_r__ Online O [7] Door Settings i . -
D Door Senings‘ B Door2 Disabled | Communications Supply Voltage fze
W] Communications B | Door3 Disabled /& Administration 5
[ .5 ave
B Door4 Disabled
,f Administration
- B Door5 Disabled K < »
| =
Step 7:
Logout from installer menu (top right corner).
Step 8:
Login to controller as user _—
Login details: User Name user v|
Username: user Resneons
Password: 123456 [ togin |

Click Log In.
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Step 9: Add User Card(s) — Must be sequential

9a. From the Home Menu, select “Add Cards” by clicking on the icon

9b. Enter the “First Card” number.

NOTE: For a 26-bit Wiegand reader, the card number consists of a 3-digit facility code + a 5-digit card number (typically
printed on the card). For example, if a card has a facility code of ‘110’ and the number printed on the card is ‘01234’,
then the number entered into the “First Card” field will be “11001234".

9c. Enter the “Last Card” number.

9d. Set the “Start User” to ‘1’ (for a new installation)

9e. Set the “Card Type” to ‘Card 1’. Each user may be assigned up to 2 separate credentials (Card 1 or Card 2).

9f. Set the “User Group” to ‘Group 1’, and check the Enabled box.

NOTE: User Group #1 is enabled by default. By default, ALL users in Group #1 will have 24/7 access to ALL Doors.

9g. Click Save.
I{ Menu
Home
@ Users E-
Doors u
2 Add New User Add Cards Show All Users
@ Reports
@ User Groups
|jm Door Groups
@ Time Zones
/{: Settings
I[ Menu
' Home
Add Cards
ﬁ Users First Card @
[7] Doors Last Card @
@> Reports Start User G ]
Card Type @ Card 1 e
§ JserGoups User Group Group1 vl
[Tl Door Groups Enabled
f;:] Time Zones i Ehve
I\ ,{ Settings :

Step 10: Set the Controller Date & Time

10a. Select the Settings option from the Menu.

10b. Select the Date and Time tab.

10c. Enter the Date. Enter the 2-digit Month (MM), 2-digit Day (DD), and 4-digit Year (YYYY).
10d. Click Save.

10e. Enter the Time. 2-digit hour (HH, 24hr clock), and 2-digit minutes (MM).

10f. Click Save.

I Menu Holidays Add Holiday Password EeEICENLRILEE Language
(o § Home Date and Time
£ Users Date MM [10 | DD o1 ] vyvy
[Jalocn
@> Reports ; d
% User Groups Time wa[1a w3009
m Door Groups ( Save
}:9 Time Zones i
£ Settings

The IP Pro ™ Door Controller is now ready for use. Logout and close your browser.
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5.0 Controller Configuration

The IP Pro™ Controller has two pre-defined user accounts: installer & user.

installer account — Used to configure global communications and door settings.
Login credentials:
Username: installer
Password: 999999

user account — Used for day to day management of the system, such as managing users and access rights.
Login credentials:
Username: user
Password: 123456

5.1 Connecting the Controller to the Network using a Dynamic IP Address (DHCP)

Step 1: The Controller is defaulted for a static IP address. To enable DHCP, remove power from the Controller.
Step 2: Set DIP switch 1 to the ON position (i.e., Move DIP switch 1 to the right).

DHCP
——» =0

OFF

0~

Step 3: Connect the Door Controller to IP network and apply power to the Controller

Step 4: Open a compatible web browser from any Windows PC on your network (Internet Explorer, Mozilla Firefox, or
Google Chrome). NOTE: Minimum PC OS requirement is Windows 7, 8, or 10.

Step 5: To Login, enter http://ippro-(followed by the NetBIOS address).

e.g. http://ippro-13407 (see label on PCB) ;l:_‘%ﬂlﬂll[lli
E.  90-C6-82-90-34-5F
NetBIOSTIES 13407
| i
NetBIOS address = last 5 digits Date of Manufacture:
11/2017
Jr——

You will be prompted for authentication credentials. It is recommended that you change the Static IP address (see
Section 5.3) and always use the new static IP address to when connecting to the Controller.

5.2 Connecting the Controller to a PC using the default Static IP Address

Step 1: Remove power from the Controller and verify that the Controller is defaulted to use a static (fixed) IP address.
DIP switch 1 will be set to the OFF position (i.e., to the left).

—Pp=0

OFF

< Jw

Step 2: The default static IP address is 192.168.1.60. Verify that your PC is on the same subnet as the controller or
Refer to Addendum #1 to configure your PC with the following Ethernet adapter settings:

Static IP address: 192.168.1.100 (for example)
Default Netmask: 255.255.255.0
Default Gateway: 192.168.1.1

Step 3: Open a web browser on your PC (Internet Explorer, Mozilla Firefox, or Google Chrome).

NOTE: Minimum PC OS requirement is Windows 7, 8, or 10.
Step 4: To Login, enter http://192.168.1.60. You will be prompted for authentication credentials.
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5.3 Changing the default Static IP Address

Step 1: Login as “installer”
Step 2: Select “Communications” from the Menu.
Step 3: Change the Static IP address, Network Mask, and Default Gateway, as required, and click Save.
Step 4: The following message will appear:
“Changes to IP settings may require reset
Do you wish to continue?”

Click OK.
Step 5: After “System Resetting........ ” & the green checkmark appear, Close the browser.
Il Menu [ IP Settings }

I

Home
I wm Control ller Addross \L1
—_——— e ——

[F] System Settings Static IP 192.168.100.185

D Door Settings Network Mask [255 255 255.0
Default Gateway 92.168.100.1

¥ Communications

MAC Address [s0d8550c0ce8c
NetBIOS Name PPRO-03212
TCP Port Num 1 0001 |
TCP Port Num 2 ooz ]
DHCP Enabled [Enabled

DHCP Address 192.168.100.41

Save

/£ Administration

System Resetting.......

Step 6: If DHCP is enabled, remove power from the Controller. If DHCP is disabled, skip to Step 8.
Step 7: Set DIP switch 1 to the OFF position (as shown), then re-apply power.

—3 =0

I~

OFF

Step 8: To Login, open a web browser an enter http://(New Static IP Address).
e.g., http://192.168.100.185

5.4 Changing the installer (Administrator) Password
NOTE: Passwords must be 6-16 characters, numbers or letters, and are case-sensitive.

Step 1: Login as “installer — T o Y

Step 2: Select “Administration” from the Menu.
Step 3: Click on the “Password” tab
Step 4: Next to the installer user field,
enter a new password.
Step 5: Click Save.

o User Password Enabled

[ System Settings B | = - o
[] Door Settings user2 | e [ Save
L‘il Communications user3 L Save
- userd | esssss Save

I!‘ Administration
= installer | jesssss Save

Warning: It's important that the installer password be different from all user passwords, and be retained in a secure
location. If the installer code is lost, a factory default will be required.
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5.5 Changing a User Name & Password
NOTE: Passwords must be 6-16 characters, numbers or letters, and are case-sensitive.
There are four “user level” accounts available for access to the management software. To edit these users:

Database Snapshot "I;asswordr

Step 1: Login as “installer”
Step 2: Select “Administration” from the Menu.

. “ ” User Password Enabled
Step 3: Click on the “Password” tab B| System Settings TS @ R
Step 4: Edit the User Name and associated ] Door Settings wed | [ [ saw
password, as necessary. | Communications wed | e ( i
userd | wessss ave

Step 5: Verify that the Enabled box is checked. | /£ Adminisuation
Step 6: Click Save.

installer | |essse 2 Save

Additionally, each user level account has the capability to change their own password:

[s § Home Password

@ Lsac Password

[] Doors
(&> Reports R
@ User Groups
ﬂ] Door Groups
@ Time Zones
& settings

Step 1: Login as a user level account.
Step 2: Select “Settings” from the Menu.
Step 3: Click on the “Password” tab
Step 4: Enter the new password.

Step 5: Confirm the new password

Step 6: Click Save.

5.6 Setting the Date & Time

Step 1: Login as a user level account

Step 2: Select the Settings option from the Menu.

Step 3: Select the Date and Time tab.

Step 4: Enter the Date. Enter a 2-digit Month (MM), 2-digit Day (DD), and 4-digit Year (YYYY).
Step 5: Click Save.

Step 6: Enter the Time. Enter a 2-digit hour (HH, 24hr clock), and 2-digit minutes (MM).

Step 7: Click Save.

Menu Holidays Add Holiday Password ECRLBLUCE Language
. Home ;
Le) Date and Time
[ A Date MM [10 | DD [01 | yyyy [2014 |
[] Doors
Save
&> Reports
@ User Groups Time HH MM |43
]j[ Door Groups f Rave
@ Time Zones
S Settings
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6.1 Ena

Step 1: Login as installer
Step 2: Select “Door Settings” from the Menu
Step 3: Select the desired door (e.g., Door 1)

6.0 Door Settings

ble and Name Doors — : -

1

[ Menu
[

Home
l“— Door Number
=] System Settings
D Door Name Door 1
[] Door Settings

Enabled

Step 4: Check the Enabled box EL Commenieatons | | swpiyvoioge i
Step 5: Edit the Door Name field, as required. 2 Save
Step 6: Click Save. K <« » b
You may use the arrow buttons to navigate to the next door or click Door Settings from the Menu to view all doors.
6.2 Set Door Relay Timers Menu = e
Step 1: Login as installer iy Home o .
Step 2: Select “Door Settings” from the Menu i Relay Time 5 .
Step 3: Select the desired door (e.g., Door 1) E S— Ajar Time & .
Step 4: Select the “Timers” tab ; ;m“l e z
QP 3 Time 5 ¥
Extend Relay 15 v
Save
Step 5: Use the drop-down menu to adjust Al
each timer, as required.

Field Name Description

Relay Time |Time the main relay is activated in response to a valid card or to operation of the request-to-exit switch.

Ajar Time Time the door may remain open before a door ajar (held open) condition occurs.

AUX Time Time the AUX (alarm) output is activated.

OP2 Time Time the OP2 output is activated.

OP3 Time Time the OP3 output is activated.

Extend Relay |Time the door relay is activated in response to a valid card for a user with the Extend Relay option. In this case, the door

relay is activated for an extended period of time for users who may require longer to access the door.

Step 6: Save

6.3 Set Door Scheduled Actions

Step 1: Login as installer B |l
Step 2: Select “Door Settings” from the Menu | #1 Communicaions | | piy equired No Timezons v
Step 3: Select the desired door (e.g., Door 1) L5 e 3 ==
Step 4: Select “Actions” tab Activate 03 No Timezons v
Step 5: Using the drop-down menu, select a Timezone ':N"“::y"“" —

to determine when the Action will be executed. ey NoTmezme v

Refer to Section 7.1 Creating a Timezone.

'Aczions (T e —

1

Menu

Home

o
[ System Settings

Door Number

Dual Users No Timezone

Normalize Door No Timezone

Save

Step 6: Click Save
"~ < 4 4]
Field Name Description
Unlock Door The assigned Timezone determines when the door is automatically unlocked, allowing free access. The main relay is held open, and the green reader LED will flash.
Lock Door The assigned Timezone determines when the door is automatically locked. When a door is locked, all users will be denied access regardless of their programmed
access rights. The door relay is held closed for this time.
The assigned Timezone determines when Card and PIN operation is enforced on the door. When a card is presented during this time, a valid user or group PIN must
PIN Required be entered to gain access.
Any Card The assigned Timezone determines when ANY card will be allowed access. The only check performed is that a card is presented: the format is irrelevant.
Activate OP2 The assigned Timezone determines when the OP2 output is active. This could be used to control an externally connected device.
Activate OP3 The assigned Timezone determines when the OP3 output is active.
Activate AUX The assigned Timezone determines when the AUX output is active.
The assigned Timezone determines when PIN Only operation is enforced for the door. During this time, all presented cards will be ignored, and a valid user PIN must
PIN Only be entered to gain access.
PIN or Card The assigned Timezone determines when either a valid PIN or Card operation is required to gain entry.
Dual Users The assigned Timezone determines when two valid cards must be presented to gain access.
Normalize Doors |[The assigned Timezone determines when the door is normalized(i.e., the door returns to its default state.)
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6.4 Advanced Door Operations
Home
Step 1: Login as installer P S Scntis poortumber "
Step 2: Select “Door Settings” from the Menu Pl s Al
. — Silent 'l
Step 3: Select the desired door (e.g., Door 1) i i B
Step 4: Select “Operations” tab S Administration R
Step 5: Select the checkbox next to the operations Interlock
setting to be applied to the selected Door. Exit Button «
Exit PINs
Step 6: Click Save e
Exit PIR
Failsafe
Toggle Relay
Monitor Arming
Access Only
Breakglass
Save
N N 4 i

Field Name Description

Anti-tailgate When selected, the main relay time expires one second after the door is opened. NOTE: A door contact must be connected AND Door Contact must
be checked under the Reports tab.

Silent By default, the door controller gives an audible indication when a card is swiped. When selected, the audible indication is suppressed.

Chime When selected, the door controller's buzzer sounds momentarily when the door is opened. The Auxiliary output is also activated for a short period of
time. NOTE: If the Silent option is also selected, the controller's buzzer will not sound, but the auxiliary output will still activate momentarily.

Exit Always Normally, the controller applies the same group access rules to users exiting the area as it applies to users being granted access. If this option is
selected, normal access rights are ignored and any enabled card can exit irrespective of access rights.

Interlock If selected, only one door of a connected 2-door interlock may be open/unlocked at any one time. The interlock output (OP3) of each door should be
connected to the interlock input (AUX) of the other door. Interlock must be selected on both door controllers. NOTE: 0V lines of both controllers
should be connected together.

Exit Button If selected, the request-to-exit input (PB) is enabled. When this switch is momentarily closed, the relay timer is activated for its programmed period
of time. An exit event may also be recorded in the system log.

Exit PINs Normally in PIN only or Card + PIN operation, PIN codes are used only to gain entry through the door. When selected, the controller requires a PIN

code when exiting also.

Guest Button

When an external keypad is being used to gain entry, this option allows the "Bell" button on the keypad to be used to momentarily fire a guest
buzzer connected to the auxiliary output of the controller.

Exit PIR If selected, a Passive Infrared (PIR) device can be used in place of a traditional push button exit switch. The main relay remains unlocked past the
relay timer, while the PIR is active.

Failsafe When using normally energized locking devices, there may be problems with the door remaining locked during a power outage when a stand-by
battery is discharging. If this option is selected, the action of the relay is reversed so that the door will fail open in a power outage.

Toggle Relay If selected, the door can be toggled open or closed by users with the Toggle Relay option enabled. (See Section 8.4)

Monitor Arming

The AUX input on the controller may be connected to a keyswitch or ON/OFF switch. When this signal is low, the controller denies access to users.

Access Only

If selected, the main relay output at the access point is activated if a valid card is presented at an access reader.

Breakglass

If selected, the auxiliary output relay is activated when the B/GL input reads an open circuit.

P:AINST INSTRUCTIONS\ACCESS CONTROLS\INST-IPPRO
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6.5 Door Reports Settings Menu Details _ Timers ~ Actions  Operations [LEECCY Alarms |
Step 1: Login as installer i Home Dse it T
Step 2: Select “Door Settings” from the Menu s shntaitne: — =
Step 3: Select the desired door (e.g., Door 1) s Ssinee Door Forced o
Step 4: Select “Reports” tab AR Read Error ]
Step 5: Select the checkbox next to the event types | 4 Administtion Exit Button |
to be reported. Door Open 0
Door Closed O
Step 6: Click Save Pakns Faut L
Door Tamper O
Door Contact i)
Save

Field Name Description

Door Ajar A door ajar event is logged if the door has been open for longer than a predetermined period of time.

Door Forced A door forced event is logged if the door is opened without being explicitly commanded to open by the controller. This would typically occur if
the locking mechanism is bypassed or if the door is physically forced open.

Read Error A read error event is logged when an incorrect read occurs on an entry or exit reader. An additional error number may be displayed giving further
details on the error.

Exit Button An exit granted (push button) eventis logged when a user presses the request-to-exit (egress) switch.

Door Open A door opened event is logged when the door is physically opened. Door contact required.

Door Closed A door closed event is logged when the door is physically closed. Door contact required.

Mains Fault A mains fault event is logged if the primary supply fails. A normally closed, dry contact must be connected to the Mains Present input on the
controller.

Door Tamper  |A door tamper eventis logged if the door is tampered with, that is, if the door station or controller tamper switch is activated.

Door Contact This is required for a door opened/closed event to be visually annunciated on the Door Settings screen.

6.6 Door Alarms Settings

Use this tab to determine which Alarm conditions will activate the Auxiliary Relay.
St 1: Loai install Menu [ Details * Timers ~ Actions ~ Operations ~ Reports [JAIE
ep 1: Login as Installer
. » Home
Step 2: Select “Door Settings” from the Menu ;‘ e Door Number -
Step 3: Select the desired door (e.g., Door 1) B — Door Ajar |
Step 4: Select “Alarms” tab o e .
Step 5: Select the checkbox next to the condition r—— -
which will activate the Auxiliary Relay. : i -
ccess Granted O
Duress Alarm O
Step 6: Click Save Exit Granted o
Exit Denied =l
Follow Relay O
AUX ARM/DISARM 0O
Breakglass |1
Save
1< 4 ' bl
Field Name Description
Door Ajar The AUX output is activated if the door has been open for longer than a predetermined period of time. It is reset once the door is closed or when a valid

card is swiped.

Door Forced

The AUX output is activated if the door is opened without being explicitly commanded to open by the controller. It is reset when a valid card is swiped.

Door Open

The AUX output is activated while the door is open.

Access Denied

The AUX output is activated for 2 seconds if an invalid card is swiped.

Access Granted

The AUX output is activated if a valid card is swiped.

Duress Alarm

The AUX output is activated if a duress PIN code is entered. This is when a number 1 greater than the valid PIN is entered in PIN Only or PIN & Swipe
operation.

Exit Granted

The AUX output is activated if a valid card is presented at an exit reader.

Exit Denied The AUX output is activated for 2 seconds if an invalid card is swiped at an exit reader.
Follow Relay If selected, while the main relay is active, the AUX relay is also active.

AUX ARM/DISARM [Must be used in conjuction with Door Settings - Operations - Monitor Arming
Breakglass Must be used in conjuction with Door Settings - Operations - Breakglass
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7.0 Creating Cardholder Access Rights

To create access rights, every cardholder must be assigned a User Group. A User Group consists of two elements:

Timezones (Section 7.1) and Door Groups (Section 7.2). NOTE: By default, all User Groups are enabled, and have
been given 24/7 access to all enabled doors.

7.1 Creating a Timezone
There are two pre-defined timezones: “No Timezone” and “24 Hours”. The pre-defined timezones cannot be edited.

To create a new Timezone, e IS oot Periodz | Periods | Periodt " Pariods
Step 1: Login as a user level account. gzm ks .
Step 2: Select “Time Zones” from the Menu. Fljinosss Name Timezone 1
Step 3: Choose a Timezone Name from the @ Reports o —
Timezone List (e.g., Timezone 1) £ Lo Cos R ST
Step 4: From the Details Tab, assign a unique Name —Efmf“ K <« » ¥
to the Timezone, and Click Save. i;’ s
Step 5: Select one of the five time period tabs to edit. Menu Periodi
Step 6: From the Period Tab, select the Day(s) for which || & e Days
the Timezone will be active. £Rlieen Monday  lHoliday 1
Step 7: If required, select a Holiday (Type 1 thru 9) when |22 Tuesday  C Holiday2
. . . N &> Reports Wednesday (| Holiday 3
the Timezone will be active. Refer to Section 9.1 73 tser Grover i mein
Create/View Holidays. 7] Door Groups Fridey Holidy 5
Step 8: Edit the Time when the Timezone will be active (5] Time Zones Sawrday ! Holiday 6
(00:00 to 23:59) T oo

Holiday 8

Step 9: If necessary, select and edit another Period.
Step 10: Click Save.

Holiday 9

| Time
From 00:00
To 00:00
Save
14 4 4 4

There are two pre-defined Door Groups: “No Doors” and “All Doors”. The pre-defined door groups cannot be edited.

7.2 Creating a Door Group

To create a new Door Group,

Step 1: Login as a user level account. hors
Step 2: Select “Door Groups” from the Menu. . i Door Group Details
Step 3: Choose a Door Group Name from the £B Uoere Number fi
Door Group List (e.g., Door Group 1) Ciias = S
Step 4: Under Door Group Details, assign a unique Name | & ferers —
to the Door Group. £3) User Groups ——
Step 5: Check the box next to the Door(s) which are [l e .
part of the Door Group. NOTE: Only Enabled it
doors will be available to add to the Door Group. A Setings (el B W e
Step 6: Click Save. D < <« >
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7.3 Creating a User Group

NOTE: By default, all User Groups are enabled, and have been given 24/7 access to ALL enabled doors.

To create a new User Group, Mot
ﬁ flome User Group Details
Step 1: Login as a user level account. £ Users Number 1
Step 2: Select “User Groups” from the Menu. [-] Doors Naing e
Step 3: Choose a User Group Name from the &> Reports ::‘::mher | Enabled [ Disatied
List of Groups (e.g., Group 1) § User Groups
Step 4: Under User Group Details, assign a unique [T Door Groups Access Rights
Name tO the User Group. gS Time Zones Door Group Timezone
Step 5: Under Access Rights, use the drop-down menus | ,¢ setings e e e
. . . 0 Uoors 0 limezone v )
to assign Door Groups and their respective Noboe No Timezons =)
Timezones. (Up to 8 per Group) No Doors No Timezone vl
No Doors No Timezone vy
Step 6: Check any Group Options, as required. See M9 Doors o Timezane i
. g No Doors No Timezone v
descriptions below. = g 0
o Doors vl No Timezone v 12

Note: A different setting on the User's Options
Tab (See Section 8.0 — Cardholder Settings)
overrides this setting.

Step 7: To enable anti-passback, set the timed
anti-passback period to any other value than
0 days, 0 hours, and 0 minutes. The minimum
is 1 minute. The maximum is 7 days, 23 hours,

Step 8: Click Save.

Group Options
Toggle Relay
Activate OP2
Activate OP3
Tracking Bypass

Timed Antipassback
Period

and 59 minutes. See description below. Ea’ g
our

Minute 0

Delete I Save

N « L4 1 4]

Option Name Description

Toggle Relay This option causes the relay to toggle whenever a user in this group is granted access. If the door is in its normal state, it will be held unlocked, and the green reader LED
will flash. If the door was already unlocked, then it is returned to normal operation.

Activate OP2 This option causes the local OP2 output to be fired for a predetermined period of time whenever a user in this group is granted access.

Activate OP3 This option causes the local OP3 output to be fired for a predetermined period of time whenever a user in this group is granted access.

Tracking Bypass

This option allows tracking functions to be bypassed for users in this group. This means that anti-passback and user-limiting functions do not apply to users in this group.

Timed
Antipassback
Period

When a user in the Group is granted access through a door, then the user will not be granted access again until the anti-passback time period expires.

7.4 Assigning a User Group to a Cardholder.

Refer to Section 8.0 for Cardholder configuration.
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8.0 Adding Cardholders

8.1 Add a Batch of Cards

Step 1: Login as a user level account.

Step 2: From the Home screen,
select the “Add Cards” icon

Menu

o Home

!{ﬁ Users

[] Doors

@ Reports
@ User Groups
ﬂ Door Groups

ES Time Zones

Add Cards
First Card
Last Card
Start User
Card Type
User Group
Enabled

Save

Card 1 v
Group 1 v | ()
v

,f' Settings
|

Step 3: Enter the “First Card” number.

NOTE: For a 26-bit Wiegand reader, the card number consists of a 3-digit facility code + a 5-digit card number (typically
printed on the card). For example, if a card has a facility code of ‘110’ and the number printed on the card is ‘01234’,
then the number entered into the “First Card” field will be “11001234".

Step 4: Enter the “Last Card” number.

Step 5: Set the “Start User” to ‘1’ (for a new installation)

Step 6: Set the “Card Type” to ‘Card 1’ or ‘Card 2. Each user may be assigned up to 2 separate credentials (Card 1 or
Card 2). If Card 1 has not been used, use Card 1 first.

Step 7: Select a “User Group” and check the Enabled box.

NOTE: Checking Enabled in Step 7 above enables all the cardholders. User Groups may also need to be enabled (See

Section 7.3 Creating a User Group)

Step 8: Click Save.

8.2 Add an Individual Cardholder | Menu General
Step 1: Login as a user level account. | # Home Deut Distails
Step 2: Select “Users” from the Menu [ £ Users il T
Step 3: From Show All Users, e User Name User 1
select a User Name (e.g., User 1) @ Repors User Group Group 1
Step 4: Under User Details, edit the User name | 78 User Groues Status Enabled © Disabled
Step 5: Using the drop-down menu, ‘rﬂ .
Select a User Group K= Card and PIN
Step 6: Under Status, select “Enabled” I aimaZone S -
,45: Settings Card 2 0
Pin number 0000
Delete Save
Step 7: Enter card number into <« <« »

either Card 1 or Card 2 field
NOTE: For a 26-bit Wiegand reader, the card number consists of a 3-digit facility code + a 5-digit card number (typically
printed on the card). For example, if a card has a facility code of ‘110’ and the number printed on the card is ‘01234’,
then the number entered into the “First Card” field will be “11001234".

Step 7: Click Save
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8.3 Change Cardholder Validity (Temporary User)

By default, a user card is always valid and never expires. To change the period of time a cardholder is valid,

Step 1: Login as a user level account.
Step 2: From the Home screen, select “Users” from the Menu.
NOTE: If this is a new user, go to Section 8.2, and return to Step 4 after the new cardholder has been added.

Step 3: From Show All Users, select a User Name (e.g., User 1)
Step 4: Select the Validity Tab.

iy Home Validity
| ,\_g Users. O Enable Period

[] Doors From l\gM %D \;Z;;
> Reports O Enable Period
. r— | -
“"T Door Groups ‘ -
@ Time Zones

/: Settings Save

Step 5: Check the box above “From” to enable the Start Date. Enter a 2-digit Month (MM), 2-digit Day (DD),
and 4-digit Year (YYYY). This is the first day the card will be valid.

Step 6: Check the box above “To” to enable the End Date. Enter a 2-digit Month (MM), 2-digit Day (DD),
and 4-digit Year (YYYY). This is the last day the card will be valid.

Step 7: Click Save.

8.4 Cardholder Options

Step 1: Login as a user level account.

Step 2: From the Home screen, select “Users” from the Menu.
Step 3: From Show All Users, select a User Name (e.g., User 1)
Step 4: Select the Options Tab.

o foms Options

‘33 s a Toggle Relay
qnm— o Extend Relay
\MT O Activate OP2

T — O Activate OP3
§8 User Groups O AUX ARM/DISARM

fﬁf Door Groups
f::j Time Zones Save

,{ Settings

Step 5: Check the box next to the desired option(s).

Field Name Description

Toggle Relay This option causes the relay to toggle whenever the user is granted access. If the door was in its normal state, it is unlocked, and the green reader LED will
flash. If the door was already unlocked, then itis returned to normal operation. This option may be assigned to individual users or to groups.

Extend Relay This option causes the door relay to remain active for an extended period of time when access is granted. The time is determined by the Extend Relay
Timer (See Section 6.2)

Activate OP2 This option causes the local OP2 output to be fired for a predetermined period of time whenever the user is granted access.

Activate OP3 This option causes the local OP3 output to be fired for a predetermined period of time whenever the user is granted access.

AUX ARM/DISARM [This option is not available on the IP Pro Door Controller.
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9.0 Holiday Scheduling

9.1 Create/View Holidays e
Step 1: Login as a user level account. L rome Add Holiday
Step 2: From the Home screen, select “Settings” from £ Lear Date wm[ Joo[ |
the Menu. L] Deors Type Typel V)
Step 3: Select the “Add Holiday” Tab. e Save
Step 4: Enter the 2-digit month (MM) and 2-digit 3 user Groups
day (DD) for the desired holiday. ' 771l Door Groups
Step 5: Use the drop-down menu to select the | £ Time Zones
holiday type. There an 9 possible Holiday Types. | & setings

Step 6: Click Save.

GUULEVEE Add Holiday Password Date and Time  Language

To view all Holidays, select the Holidays Tab.

Holidays
Date Type Delete
12/25/2014 9 x

NOTE: User Groups that have been assigned the “24 Hours” Timezone will have normal access on Holidays. User
Groups assigned to any other Timezone will only have access for Holiday Types selected in their respective
Timezone period (See Section 7.1).

10.0 History Reports

10.1 View Log Events

Step 1: Login as a user level account.
Step 2: From the Home screen, select “Reports” from
the Menu.

The Live Log Events tab lists the previous 25 events.

The Historic Log Events tab lists the previous 5000 events (25 events at a time).
Use the arrow buttons to page through the events.

When either log becomes full, the list will drop the oldest event (first in, first out).

Menu I Live Log-é-\;renrs“ Historic Log Events  Export Events
Home 2
La | Live Log Events
@ Users
Time Event Location Details
[7] Doors .
i 10-28-2014 10:01:52 Door Passed Door 1
@ Reports i) 10.28-2014 09:46:13  Unit Powered Up
£ User Groups P 10.27.2014 03:03:26 Access Granted Door1  User1
Door Groups i) 10-27-2014 08:31:09 Unit Powered Up
P 10.24.2014 14:22:57  Exit Button Door 1
@ Time Zones
Fl | 10-24-2014 14:22:45 Access Granted  Door 1 User 1
A Settings M 10-24-2014 14:21:38 Outof Timezone Door1  User1
M 10-24.2014 14:21:11  Out of Timezone Door 1 User 1
M 10-24.2014 14:20:45 Out of Timezone Door 1 User 1
£ 10-24-2014 13:41:34 Door Normal Door 1
M 10.24.2014 13:41:19  Access Denied Door 1 User 1
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10.2 Export Events

Events may be exported as a .csv format file, viewable & editable in Microsoft Office Excel.
It is recommended that events be exported using Internet Explorer or Mozilla Firefox.

Step 1: Login as a user level account.
Step 2: From the Home screen, select “Reports” from
the Menu.
Step 3: Select the “Export Events” tab. The download link will appear.
Step 4: Click the Download link.

Il Menu - Live Log Events i Historic Log Events - Export Events ]
sl Home
@ Users Export Events L Export Events J
[] Doers
> Reports .
~ Download
£ User Groups
m Door Gioups
B Time Zones
',‘{' Settings
Using Firefox, a window similar to this one will appear: [ Opering vertiog eporten =
You have chosen to cpen:
Click OK to Save the file. The ‘eventlog_export.csv’ file will be iZ] eventlog_export.csv
which is: Microsoft Office Excel 97-2003 Worksheet (769 bytes)
saved to the local Downloads folder. S
What should Firefox do with this file?
' Qpen with | Mierosoft Office Excel (default) -
@ SaveFile

("] Do this automatically for files like this from now on.

Using Internet Explorer, a window similar to this one will appear:

[intermet Expiorer G (o |

What do you want to do with eventlog_export.csv?

Click Save as to rename the file or to change the location where

the file is to be saved.
Size: 869 bytes
From: 192.168.1.60

< Open

The file won't be saved automatically.
< Save

< Save as

| Cancel
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11.0 Advanced System Settings

The following settings are Global (Systemwide) and will apply to all controllers and door stations on
the RS485 network.

11.1 System Operations

Menu ( Operations [t R R e

o Home

Step 1: Login as installer. e PIN On.ly”
Step 2: From the Home screen, select “System Settings” [ 7} oo seaings ::’LL'"";"Q 0l
from the Menu' ﬂ_ Communications =
Step 3: Select the Operations Tab. Y —— o
Step 4: Edit the fields as required.
Step 5: Save
Field Name Description
PIN Only If selected, PIN Only operation is required on the entire system. No card credentials are accepted in the system.

User Limiting

If selected, when the number of users inside the perimeter areais equal to the maximum of either User Limit A or User Limit B
then the controller prevents any more users from entering.

PIN Length

Using the drop-down menu, selects the number of digits required for all cardholder PIN numbers used in Card & PIN mode,
PIN Only mode, PIN or Card mode. Default =4 digits.

11.2 Advanced Door Groups

Menu R Advanced Door Groups I Outputs
s Home ] et
Step 1: Login as installer. e ;::::: ::z:z: 7
Step 2: From the Home screen, select “System Settings” || [] ooor setings bl — .
from the Menu. Bl ommurications Timed Antipassb No Doors -
Step 3: Select the Advanced Door Groups Tab. S& Administration oz e =

Step 4: Using the drop-down menus, select the _—
appropriate door group to assign as Fire Doors,

Perimeter Doors, etc.

Step 5: Save

Field Name Description

Fire Doors The designated Door Group automatically opens in the event of a fire to allow free passage. A signal from the fire alarm
system to the AUX1 input is required.

Perimeter The designated Door Group contains doors on the perimeter of the installation. This allows the system to keep track of which

users are in or out of the installation at a given time. See Tracking (Section 11.3)

Antipassback

The designated Door Group defines which doors are in the Anti-passback area. Doors in this area must have entry/exit
readers.

Timed Antipassb

The designated Door Group contains doors that will not re-open for the same card during the anti-passback timed period. The
anti-passback timed period is defined in the User Groups (Section 7.3)

Internal Doors

The designated Door Group contains doors inside the perimeter of the installation. These doors deny access if the cardholder
has not already entered through the perimeter or anti-passback doors.

11.3 Tracking

Menu Operations  Advanced Door Groups | Tracking m

o Home

Step 1: Login as installer. Tracking Reset 0000

[F] System Settings

Step 2: From the Home screen, select “System Settings” | 7| oo setings Z::: t':':: Z
from the Menu. ‘-:L/ Communications
Step 3: Select the Tracking Tab. W PpE— ...

Step 4: Edit the fields as required, and Save.

Field Name

Description

Tracking Reset

The time of day when the area counts are reset.

User Limit A

User Limit B

These limits specify the maximum number of users that will be allowed in that area. The two limits operate independently.
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11.4 Systemwide Outputs £

o Home

AUX Any Door

. . D System Settings
Step 1: Login as installer. : P2 Tech Fit
EI Door Settings OP3 Any Open

Step 2: From the Home screen, select “System Settings” | & communications

AUX Users In
from the Menu. £ Administration OP2 ULimit A
Step 3: Select the Outputs Tab. OP3 ULimit B

Step 4: Check outputs as required, and Save.

Save

Field Name Description
AUX Any Door When this option is selected, the AUX output on the IP Door Controller operates if the AUX output for any of the door stations
connected to the controller is active.

OP2Tech FIt When this option is selected, the AUX output on the IP Door Controller operates if a technical fault condition exists. Technical
faults include mains faults, tampers or doors offline.

OP3 Any Open When this option is selected, the OP3 output on the IP Door Controller operates if any of the doors connected to the controller
are open.

AUX Users In When this option is selected, the AUX output on the IP Door Controller operates while one or more users are within the anti-

passback or perimeter area (if configured). The output activates immediately when a user enters the defined area, and de-
activates when all users have exited.

OP2 ULimit A When this option is selected, the OP2 output on the IP Door Controller operates when the number of users within the anti-
passback or perimeter area reaches or exceeds User Limit A
OP3 ULimitB When this option is selected, the OP3 output on the IP Door Controller operates when the number of users within the anti-

passback or perimeter area reaches or exceeds User Limit B

12.0 Database Backup

12.1 Create a Backup
It is recommended that Microsoft Internet Explorer or Mozilla Firefox be used for database backups.
To create a backup of the system database on your PC:

Step 1: Login as installer. Menu [ et sl
Step 2: From the Home screen, select “Administration” from || o fome T P
the Menu. [ system Settings
R S h
Step 3: From the Database Snapshot Tab ] Door Setings Resore Soopabor | FER000 SHoPR )
- ’ — ast Snapshot Taken  TO-25-2014 123420
Click Create Snapshot. The Last Snapshot Taken | 1 Communicaions ; ‘ks L - [
. . . . TR ackup now ackup now |
field will update & the backup now link will appear. A Administration - : :
A database backup file named ippro_snapshot.dbo :
has been created on the controller. [ ! Backup now

Step 4: Click the Backup now link.

If using Internet Explorer, select Save as when prompted.

Save |

Save as
Do you want to open or save ippro_snapshot.dbo (430 KB) from 192.168.1.607 Open | Save and open

If using Firefox, click OK when prompted to save the file to the local Downloads folder.

Opening ippro_snapshot.dbo ==

You have chosen to open:

| ippro_snapshot.dbo
which is: dbo File (430 KB)
from: fip://192168.1.60

What should Firefox do with this file?

Openwith | Browse..

@ | Save File

Do this automatically for files like this from now on.

[ ox [m
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12.2 Restore a Backup
To restore the backup from the PC the installer must use an FTP client. The FTP client can be run from the command
line or using an FTP client such as Filezilla.

To restore using the command line FTP:

Step 1: From the command line, enter ftp followed by the IP address of the controller.
ftp 192.168.1.60

Step 2: Enter the installer username and password.

Username: installer
Password: 999999

Step 3: Copy the database to the controller. From the FTP command prompt enter put directory\filename. The
directory is the PC location where the backup file is stored and the filename must be ippro_snapshot.dbo.
When successful, the database is restored as a snapshot on the controller.

indows\system32\cmd.exe - i

Step 4: From the ftp command line, type quit. -. T T
Step 5: From the command line, type exit and fic - 889 £t Corporation. ALl rights reserved.
return to the web browser interface.

Step 6: Login as installer.

Step 7: From the Home screen, select “Administration” from
the Menu.

Step 8: From the Database Snapshot Tab,
Click Restore Snapshot.

Step 9: Click OK to confirm. The controller has been updated.
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13.0 Features & Specifications

o Controls one door directly, with unlimited expansion capabilities
. TCP/IP communications (100/10Mbps)
o DHCP or Static IP addresses
. Password protected built-in web server (No separate software to install)
. Live transaction monitoring
o Entry & exit reader capability
o Compatible with industry standard Wiegand output readers
o Reader short circuit protection
o 1,000 users (up to 2 credentials per user). 60,000 users when using the PLUS software.
o Batch card enrollment
. 250 User groups/Time Zones/Door Groups
o Holiday support
o Scheduled Events
o Temporary Users
o Audit Trail — Up to 5,000 events maybe exported as a .csv file
. Status LED’s — Power, Communications, & Fault on-board diagnostic indicators
o Anti-tailgating
o Supported browsers: Microsoft Internet Explorer, Firefox, Google Chrome
o Multiple credential modes: Card only, PIN only, Pin or Card, Pin & Card
. Door Status Monitoring Input
o Request-to-Exit (REX) Input
o Programmable Auxiliary Input
. Lock Relay Output
. Auxiliary Relay Output
o (2) Programmable Solid-state Outputs
o Tamper Input
. Database backup support
IP Pro Controller IP Pro Splitter
/ Door Station Expansion Input voltage 44 .57 VDC
Voltage 12 VDC Input Input power 30W max
Current Consumption 250mA - Controller Output power 24W max
(max) 120mA - Door Station Expansion
Output Current 2A@ 12V

Operating Temperature 14°F - 122°F (Indoor use only)

Dimensions 5.375" x 3.5" x 0.875" board only ;
9.25" x 6.5" x 2.1875" IE o ector
w/ ABS plastic enclosure PoE+ Output Pin 4/5 (+), 7/8 (=)
Weight 11b Assignment and Polarity
Relay Output Type Form C (SPDT) x 2 Output Powsr Vokage 55Vdo
Relay Contact Rating Main (Lock) - 5A @ 30VDC el b ST farnisec)
Auxiliary - 1A @30VDC
Connections Digital Inputs: 4 dry contact inputs

Ethernet: RJ45 (Controller only)
RS-485 Terminal Bus

Reader Power — 12VDC

Reader Data — Wiegand (26bit to 37bit)
Reader LED Control - Red & Green
Two Solid State outputs (100mA max)
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Addendum #1

A1.1 Assign a Static IP Address to your PC

To connect your PC or laptop directly to the IP Pro Controller, your PC must be on the same subnet as the controller.
The following example will assign your PC a static IP address on the same subnet as the IP Pro Controller. The
controller has a default IP address of 192.168.1.60.

Documents

1. Click the Windows
Start button.
2. Select Control Panel

Pictures

Music

Computer

Control Panel 9

Devices and Printers
Default Programs

Help and Support

All Programs

Shutdown | ¥ |

% « All Control Panel ltems » Metwork and Sharing Center

File Edit View Tools Help

Control Panel Home

iiiﬁ »+ Control Panel » All Control Panel tems »

File Edit View Tools Help

Adjust your computer’s settings

¥ Action Center

W Backup and Res
Date and Time

& Desktop Gadget

3. Click “Network and
Sharing Center”

B Display
B! Folder Options
& HomeGroup

€ Internet Options

ork and Sharing Center
M Performance Information and Teols
3 Power Options

& Recovery

& Sound

18 Soeter

@ Ease of Access Center
A Fonts

& Indexing Options

(] Java (32-bit)

P Mail (32-bit)

&3 Notification Area lcons
& personalization

{8 Programs and Features
8 Region and Language

& Speech Recognition

=i Taskbarand Start Meny

Organize »

View your basic network info =

Manage wireless networks

Change adapter settings 4

SDC-39R
Change advanced sharing (This computer)
il networks

4. From the left menu, select
‘Change adapter settings’

General

Connection
IPv4 Connectivity:
IPvE Connectivity:
Media State:

Internet

Mo Internet access
Enabled
2 days 16:07:25
100.0 Mbps

Duration:

Sent — L‘! ——  Received

=

Bytes: 14,427,395 | 55,869,850

# Properties || PjDissble | | Disgnose

6. From the Local Area
Connection Status window,
select Properties
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- BL

File Edit View Tools

k Connections »

Advanced Help

b 1 e ot Local Area Connection

5. Double-click on your
Ethernet adapter (Local Area

N.com

etintroller

Wireless Network Connection 2
Nat con ed

Connection) .
I Dell Wireless 1703 802 116/g/n (2. 3K dﬂﬂ Microsoft Vir

Networking | Sharing |
Connect using:
&¥ Reattek PCle GBE Family Controller

This connection uses the following tems:

[ 9% Cliert for Microsoft Networks
1 = \irtual PC Network: Fiter Driver
W BQoS Packet Scheduler

¥ /= File and Printer Sharing for Microsoft Networks

tual WiFi Miniport A...

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically 8

@) Use the following IP address:

IP address:
Subnet mask: .255.255 .
Default gateway: i [ T KR

W i ntemet-Beteeskiienion £
EV & Link-Layer Topoogy Discovery Mapper 10 Driver @ Use the following DNS server addresses:
| v s Link-Layer Topology Discovery Responder | P —
Instal.. Propesties Alternate DNS server:
e
7. From the Local Area e valdate settinos unon exit e
Connection Properties 8. From Internet Protocol Version 4 (TCP/
window, Double-click on IPv4) Properties,
‘Internet Protocol Version 4 |, ) (a) select the option button next to ‘Use the
(TCP/IPv4Yy e following IP address’, then
(b) Enter the IP address, subnet mask, and
Default gateway, as shown.
\(c) Click ‘OK’ twice, then ‘Close’. )
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A1.2 Test Communication to the IP Pro Controller (Ping Test)

A ping test can determine whether your computer can communicate to the IP Pro Controller over the network. This is a
simple test to troubleshoot your network settings. You can run the test by (a) pinging the controller’'s IP address or by
(b) pinging the controller's NetBIOS address. Pinging the NetBIOS address is useful when the IP address is not known.

To ping the controller’s IP address (Windows 7):

Documents

1. Click the Windows
Start button.

2. In the Search bar, type Music
‘cmd’ and press Enter.

Pictures
BN Administrator: C\Windows\system32\cme.exe = |[-E

ft Windows [Uepsion 6.1.766811] -
t (c» 2889 Hicrosoft Corporation. All rights reserved.

dc—38Yping 192.168.100.18 e

Computer

Control Panel

Devices and Printers

3. From the command prompt window, type:

Default Programs

‘ping {IP address of the controller}’, and press Enter.

Help and Support
Note: Leave a space between ‘ping’ and the IP address.

All Programs

Shutdown | ¥ |

Microsoft Windows [Uersion 6.1.76811
Copyright <{c> 2809 Microsoft Corporation. All rights reserved.

c-38>ping 192.168.100.18 <
i : : 4. If communication is established, you
Reply From 192.168 ' i ! will receive (4) reply messages from

Reply from
Reply fronm 2 time the IP Pro Controller’'s IP address.

b 4 Lost = @ <B% loss>. 5. Type ‘exit’ and press Enter to close

round trip times in r|1111—seL nds: i
= Bms, Maximum = Bms. Average = Bns the window.

sdec—-38rexit 6

To ping the controller’s NetBIOS address:

B Administrator: C:\Windows\system32\cmd.exe o] & |
ft Windows [Uersion 6.1.7681] a

C:\Usersisdc-38>ping ippro-13776 ‘ping ippro-{NetBIOS address}’, and press Enter.

ht <{c)> 2887 Microsoft Curpn:lrat'n. All rights rese 3. From the command prompt window, type:
Pinging ippro-13776 [192.168.1688.181 with 32 2 ) ) )
Ewllty ll::mru igg 123 133 ig ] 5=32 time{lms 2 The NetBIOS address is located on the on-board serlal sticker.
ep Pom = 3
Reply From 192.168.100. 18- ; - Note: Leave a space between ‘ping’ and ‘ippro-...
Reply from 192.168.100.18: 4 =

NetBIOS address =
last 5 digits

Ping statistics for 192.168.100.18:
P t = 4, RE"F'IUEd. = 4, Lost
t

4. If communication is established, you will receive (4) reply
messages from the IP Pro Controller’'s IP address.

5. Type ‘exit’ and press Enter to close the window.
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Addendum #2

A2.1 Wiring & Programming the 920PW/923PW keypad/card reader for PIN or Card Operation

For wiring instructions, follow the diagram that is included with the 920PW/923PW instruction sheet or on the SDC
website.

1. Determine the length of PIN to be used (Default = 4 digits). If required, Use Section 11.1 on Page 18 to change the
PIN length to 5 or 6 digits.

2. To program the system for PIN or Card operation,
a. Log into the IPPro web server as “installer”.
b. Select “Door Settings” from the menu. Click on the blue Door Name to be configured.
c. Click on the “Actions” tab.
d. Use the drop-down menu next to “PIN or Card” to select “24 Hours”. SAVE.
3. Configure the 920PW/923PW keypad to be in PIN mode by performing the following steps at the keypad:
a. Press #9#MasterCode# {Default MasterCode = 123456. An amber LED will flash to indicated the keypad

is in programming mode.
b. Press #83#1 {The green LED will momentarily turn on, then the amber LED will begin flashing}

*%
c. Press " #

4. Log in as user and assign PIN numbers to authorized Users as required. Reference Section 8.2 on Page 14.

Addendum #3

A3.1 Port Forwarding for Remote Access

Use this procedure as a general guide to configuring your own router for remote access to the IPPro controller's web
server.

Access your router’s configuration interface.

In your router’s port forwarding configuration,
Set your external port range to 10001 to 10002.
Set your internal port to 80.

Additionally, you want the static ip address of the IPPro controller to be on the same subnet as your router. For
example, if your router’s local IP address is 192.168.0.1, then your controller would have the following static settings:

192.168.0.x
255.255.255.0 (mask)
192.168.0.1 (gateway)

Access remotely using router’s external ip address followed by :10001°. For example if your router’s external IP
address is 47.144.99.123, you will type 47.144.99.123:10001 into your browser’s URL bar.
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